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after SIX (6) MONTHS from the mailing date of this communication. 

• If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
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DETAILED ACTION 
Continued Examination Under 37 CFR LI 14 
A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1 . 1 7(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 03/29/05 has been entered. 

Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 1-3, 7-11, and 17-21 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Slavin (5,956,407) in view of Leppek (5,933,501) and further in view of Kousa (4,797,672). 

In reference to claim 1, 7, 17 t and 21, regarding the decryption generating section 
coupled to the key generating section and a main decryption section, the decryption generating 
section generating a plurality of individual decryption processes based on the main decryption 
section and the plurality of individual keys. The monitors disclosed by Slavin generate a 
plurality of individual decryption processes that are based on the main decryption section. The 
individual processes use the values of p2 and or q2 that were provided to the monitor to decrypt 
and therefore eavesdrop on the transmitted information. The receiver calculates and publishes 
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the different decryption processes En used by the monitor, which are based on the main 
decryption section's public and private keys (Fig. 2 and Fig. 3). 

Regarding each of the plurality of individual decryption processes being different from 
one another, although Slavin discloses a system that creates a decoding key as a function of the 
prime factors used to create the encoding key (column 6 lines 3 1-34), Slavin does not expressly 
disclose individual decryption processes that are different form one another. 

Leppek disclose a system that combines a selected plurality of different encryption 
operators stored in an encryption operator database into a compound sequence of encryption 
operators (abstract). Therefore Leppek discloses a system that generates a plurality of individual 
decryption processes wherein each decryption process is different from one another (column 4 
lines 33-67). The system uses one key in conjunction with only a one of the plurality of 
decryption processes (Fig. 3). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add a system for creating a plurality of encryption sequences as in the system of 
Leppek to system of creating a plurality of keys of Slavin. One of ordinary skill in the art would 
have been motivated to do this because it would scramble the data stream having no readily 
discernible encryption 'footprint' (column 2 lines 25-38). 

Regarding the main encryption section, the main encryption section using the main key to 
encrypt content. The sender encrypts the message using Eun. 

Slavin does not disclose the different parts disclosed above as belonging in the same 
circuit. At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to create a system that receives and transmits therefore including all the parts as 
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disclosed above in the same circuit. One of ordinary skill in the art would have been motivated 
to do this because it would secure the transmitted information as well as the information that is 
received by synchronizing the distribution of key. 

Although Slavin discloses a key generation section that generates section to generate a 
plurality of individual keys based on a main key each based on a main key and different from 
one another, Slavin does not disclose only one of the plurality of individual keys is used in the 
decryption processes. 

Kousa discloses a system that generates a plurality of keys from a master key (seed) 
wherein only one of the plurality of individual keys is used in conjunction with only one 
decryption processes (column 4 lines 30-53). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to generate a plurality of keys from a master key and use it with one decryption 
process as in Kousa in the system of Slavin. One of ordinary skill in the art would have been 
motivated to do this because it provides increased security from unauthorized access by others 
(Kousa column 6 lines 60-67). 

In reference to claims 2, 8, 18, wherein each of the plurality of individual decryption 
processes each use a selected one of the plurality of individual keys. Fig. 2 discloses the monitor 
only being provided with p2, which is used to calculate the key and then decrypt that data. 

In reference to claims 3, 9, wherein the plurality of individual decryption processes 
decrypt the content from the cypher-content by using the plurality of individual keys. Column 4 
line 40 discloses providing the monitor with p2 and q2. Since two keys that depend on the main 
key are provided, this number could be increased to more. 
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In reference to claims 10 and 19, wherein the encrypting generates cipher content from 
the content (Fig. 5). 

In reference to claims 11 and 20, wherein the plurality of individual decryption processes 
decrypt the content form the cipher-content by using the plurality of individual keys (Fig. 5 
section describing the activity of the monitor). 

Claims 4-6, 12-16, 24, 26-28, and 30 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kousa in view of Leppek and Morris et al (4,503,287). 

In reference to claims 4, 12, 24, and 28, Kousa discloses a system for generating a 
plurality of individual keys based on a main key (seed), each of said plurality of individual keys 
being different from one another (column 2 lines 3-45). 

Regarding each of the plurality of individual decryption processes being different from 
one another, although Kousa discloses encrypting information between the base and the node 
using the plurality of keys, Kousa does not disclose generating a plurality of individual 
decryption processes based on a main decryption process and. 

Leppek disclose a system that combines a selected plurality of different encryption 
operators stored in an encryption operator database into a compound sequence of encryption 
operators (abstract). Therefore Leppek discloses a system that generates a plurality of individual 
decryption processes wherein each decryption process is different from one another (column 4 
lines 33-67). The key is sent to the system of Leppek and therefore key generator is coupled to 
the encryption generating section (fig. 2 part 170). 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add a system for creating a plurality of encryption sequences as in the system of 
Leppek using the plurality of keys generated by the system of Kousa. One of ordinary skill in 
the art would have been motivated to do this because it would scramble the data stream having 
no readily discernible encryption 'footprint' (column 2 lines 25-38). 

Although the system of Kousa discloses a system wherein the Master key is known, 
Kousa does not disclose the main decryption section using the main key to decrypt cipher- 
content. 

Morris discloses a system wherein the main key (Master key) is used to decipher the 
session encryptor key, which is transmitted as cipher text (column 4 lines 39-43). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to decrypt the session cipher text as in Morris in the system of Kousa. One of 
ordinary skill in the art would have been motivated to do this because the Master key is the same 
in the terminal and the host and therefore can be used to send the session key safely from one 
device to another using encryption. 

In reference to claims 5 and 13 wherein the plurality of individual encryption processes 
to each use one of the plurality of individual keys. 

Leppek disclose a system that combines a selected plurality of different encryption 
operators stored in an encryption operator database into a compound sequence of encryption 
operators (abstract). Therefore Leppek discloses a system that generates a plurality of individual 
decryption processes wherein each decryption process is different from one another (column 4 
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lines 33-67). The key is sent to the system of Leppek and therefore the system uses one key (fig. 
2). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add a system for creating a plurality of encryption sequences as in the system of 
Leppek using the key generated by the system of Kousa. One of ordinary skill in the art would 
have been motivated to do this because it would scramble the data stream having no readily 
discernible encryption 'footprint 5 (column 2 lines 25-38). 

In reference to claims 6, 14, and 30 t wherein the plurality of individual encryption 
processes encrypt the content forming the cipher-content by using the plurality of individual 
keys. 

Leppek disclose a system that combines a selected plurality of different encryption 
operators stored in an encryption operator database into a compound sequence of encryption 
operators (abstract). Therefore Leppek discloses a system that generates a plurality of individual 
decryption processes wherein each decryption process is different from one another (column 4 
lines 33-67). The encryption processes generated by Leppek encrypt the content forming the 
cypher-content (column 5 lines 34-52). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add a system for creating a plurality of encryption sequences as in the system of 
Leppek using the key generated by the system of Kousa. One of ordinary skill in the art would 
have been motivated to do this because it would scramble the data stream having no readily 
discernible encryption 'footprint' (column 2 lines 25-38). 
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In reference to claims 15 and 26, wherein the decryption process generates a content 
from the cipher content. The system of Morris generates the session key from the encrypted 
session key. 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to decrypt the session cipher text as in Morris in the system of Case. One of 
ordinary skill in the art would have been motivated to do this because the Master key is the same 
in the terminal and the host and therefore can be used to send the session key safely from one 
device to another using encryption. 

In reference to claims 16 and 27, wherein the plurality of individual encryption processes 
encrypt the content forming the cipher-content by using the plurality of individual keys. 

Leppek disclose a system that combines a selected plurality of different encryption 
operators stored in an encryption operator database into a compound sequence of encryption 
operators (abstract). Therefore Leppek discloses a system that generates a plurality of individual 
decryption processes wherein each decryption process is different from one another (column 4 
lines 33-67). The encryption processes generated by Leppek encrypt the content forming the 
cypher-content (column 5 lines 34-52). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to add a system for creating a plurality of encryption sequences as in the system of 
Leppek using the key generated by the system of Kousa. One of ordinary skill in the art would 
have been motivated to do this because it would scramble the data stream having no readily 
discernible encryption footprint' (column 2 lines 25-38). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 
The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



PWK 

Thursday, June 02, 2005 




